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Net safety as we know it�
is obsolete


•  One-size-fits-all; fear-based 
•  1.0 focused largely on crime & adult content 
•  2.0 added peer-related harm 
•  Both: Youth only as potential victims 
•  Technology focus: both problem & solution 
•  Social media highly suspect 
•  Not relevant to its “beneficiaries”! 



What we now know

...from	
  !"#$%-­‐risk	
  research:	
  
!  Harassment	
  &	
  cyberbullying	
  =	
  	
  
most	
  common	
  risk	
  

!  Not	
  all	
  youth	
  are	
  equally	
  at	
  risk	
  
!  	
  A	
  child’s	
  psychosocial	
  makeup	
  &	
  environment	
  
are	
  be=er	
  predictors	
  of	
  online	
  risk	
  than	
  the	
  
technology	
  he	
  or	
  she	
  uses	
  

!  	
  No	
  single	
  technological	
  development	
  can	
  solve	
  
youth	
  online	
  risk	
  



What else we know

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  …from	
  youth-­‐risk	
  research:	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  “Youth	
  who	
  engage	
  in	
  online	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  aggressive	
  behavior	
  …	
  are	
  
more	
  than	
  twice	
  as	
  likely	
  to	
  report	
  online	
  
interpersonal	
  vic8miza8on.”	
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Web 1.0…


“On the Internet nobody knows you’re a dog.” 
 

          --New Yorker, July 1993 



On Web 2.0... 



--Michael Kinsley, Slate.com, 11/27/06 

“...everybody knows you’re a dog.” 



 A living Internet


HuffingtonPost.com	
  



Social sites like oil rigs


Calum	
  Davidson	
  



A new kind of social contract 
is now in place. 

“By	
  using	
  this,	
  you	
  consent...”	
  



What is Online Safety 3.0?

•  Research-­‐based,	
  not	
  fear-­‐based,	
  so	
  relevant	
  
•  Flexible,	
  layered	
  –	
  not	
  one-­‐size-­‐fits-­‐all	
  
•  RespecMul	
  of	
  youth	
  agency	
  –	
  stakeholders	
  in	
  
posi8ve	
  experience,	
  not	
  just	
  potenJal	
  vicJms	
  

•  Posi3ve,	
  empowering:	
  Not	
  just	
  safety	
  from	
  (bad	
  
outcomes)	
  but	
  safety	
  for...	
  

•  Full,	
  construc3ve	
  engagement	
  in	
  
par3cipatory	
  society	
  	
  (context!)	
  

	
  



The‘Net effect’

&&&How	
  the	
  Internet	
  (%)*+,-&$%,&,.#)/"*000&

•  Persistence	
  &	
  searchability:	
  content	
  searchable	
  and	
  hard	
  to	
  
“take	
  back”	
  	
  

•  Replicability:	
  easy	
  to	
  copy	
  and	
  paste	
  from	
  anywhere,	
  to	
  
anywhere	
  –	
  instant	
  mass	
  distribuJon	
  

•  Scalability:	
  high	
  visibility	
  on	
  mass	
  scale	
  
•  Invisible	
  audiences:	
  you	
  never	
  know	
  who’s	
  watching	
  
•  Blurring	
  of	
  public	
  and	
  private:	
  boundaries	
  not	
  clear	
  
	
   	
   	
   	
   	
  123&

•  34-4*%454/"*:	
  Lack	
  of	
  visual	
  cues	
  reduces	
  empathy	
  

Source:	
  danah	
  boyd:	
  Taken	
  out	
  of	
  
Context,	
  2008	
  



Layers of Net safety 

Primary:	
  general	
  educaJon	
  in	
  new	
  media	
  literacy	
  &	
  ciJzenship	
  

–	
  all	
  students,	
  grade	
  levels,	
  appropriate	
  subjects	
  

Secondary:	
  focused	
  prevenJon	
  –	
  e.g.,	
  bullying,	
  sexJng;	
  taught	
  
by	
  experts	
  as	
  needed	
  (situa8onal)	
  &	
  developmentally	
  
appropriate	
  

Ter3ary:	
  prevenJon	
  and	
  intervenJon	
  
for	
  youth	
  already	
  at	
  risk	
  –	
  	
  by	
  social	
  workers,	
  mental	
  health	
  
professionals,	
  etc.	
  
	
  

	
  



Types of online safety 

•  Physical	
  safety	
  –	
  freedom	
  from	
  physical	
  harm	
  
•  Psychological	
  safety	
  –	
  freedom	
  from	
  cruelty,	
  
harassment,	
  and	
  exposure	
  to	
  potenJally	
  disturbing	
  
material	
  	
  

•  Reputa3onal	
  and	
  legal	
  safety	
  –	
  freedom	
  from	
  
unwanted	
  social,	
  academic,	
  professional,	
  and	
  legal	
  
consequences	
  that	
  could	
  affect	
  you	
  for	
  a	
  lifeJme	
  	
  

•  Iden3ty,	
  property,	
  and	
  community	
  safety	
  –	
  freedom	
  
	
   	
  from	
  theV	
  of	
  idenJty	
  &	
  property	
  



• 	
  It’s	
  protec8ve	
  	
  
• 	
  Consistent	
  with	
  today’s	
  media	
  environment	
  
• 	
  Promotes	
  agency	
  –	
  criJcal	
  thinking,	
  	
  
self-­‐actualizaJon	
  (for	
  user-­‐driven	
  media)	
  
• 	
  Supports	
  civic	
  engagement	
  online	
  &	
  off	
  

• 	
  Turns	
  users	
  into	
  stakeholders	
  (ciJzens)	
  
• 	
  Supports	
  community	
  as	
  well	
  as	
  individual	
  
goals,	
  well-­‐being	
  

Why digital citizenship?




Elements of citizenship

•  Par3cipa3on	
  or	
  “civic	
  engagement”	
  

•  Norms	
  of	
  behavior	
  or	
  "good	
  ciJzenship"	
  
or	
  eJque=e	
  

•  Rights	
  and	
  responsibili3es	
  
•  A	
  sense	
  of	
  membership	
  or	
  belonging	
  

•  Three	
  literacies:	
  tech,	
  media,	
  social	
  
&



The most basic definition


	
  “The	
  central	
  task	
  of	
  ci3zenship	
  	
  
is	
  learning	
  how	
  	
  

to	
  be	
  good	
  to	
  one	
  another.”	
  	
  

&&&&&&&&&&&&&&&&&&&&&&&'&A.J.	
  Patrick	
  Liszkiewicz	
  &



Expanded definition


64/7,*-%489&$%,&:4+%$-&;&:,-8"*-454<4/,-&"=&=#<<>&
8"-4/?,&,*+)+,@,*$&4*&)&8):/(48)$":!&A":<B&

•  Rights	
  –	
  access	
  &	
  par8cipa8on,	
  free	
  speech,	
  privacy,	
  
physical	
  &	
  psychological	
  safety,	
  safety	
  of	
  material	
  and	
  
intellectual	
  property	
  	
  	
  

•  Responsibili3es	
  –	
  respect	
  &	
  civility	
  =>	
  self	
  &	
  others;	
  
protec8ng	
  own/others’	
  rights	
  &	
  property;	
  respecRul	
  
par8cipa8on;	
  learning/benefiTng	
  from	
  the	
  literacies	
  
of	
  a	
  networked	
  world&



“If the notion of digital citizenship in  
policy discourse is to have traction with its 
constituents and prove effective, it is vital  
that our understanding and use of the term 
be directly informed by young people’s 

values and insights.”  
        --Third & Strider, University of Western Sydney       

No citizenship�
without the citizens




• 	
  Control	
  is	
  difficult	
  in	
  a	
  user-­‐driven,	
  mobile	
  
media	
  environment	
  

• 	
  Drop	
  the	
  noJon	
  that	
  Net	
  use	
  is	
  
inconsequenJal	
  and	
  users	
  passive	
  

• 	
  Agency,	
  stakeholdership,	
  ciJzenship	
  =>	
  
empowerment	
  for	
  effecJve	
  use	
  

• 	
  CiJzenship	
  suggests	
  acJve,	
  ethical	
  
engagement	
  

Control model => agency model




Thank you!	
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